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Executive Summary

Healthcare is increasingly evolving towards digitalisation: electronic health records have been developed (and
widely adopted), teleconsultation and tele-expertise is thriving, and use of connected HC devices is on the
rise. Nevertheless, many health organizations appear to lack information security measures and awareness,
continue to use legacy information systems, or for reasons intrinsic to the application area, such as the large
number of internal actors, processes, and interconnected systems, are incapable of reducing risks,
vulnerabilities and attacks.

It is therefore evident that threats and potential damages to healthcare critical infrastructures due to
cyberattacks require a fortification of the security features in the industry. The Health IT domain has the
amounts to the Alionds shareo in terms of andteerefere
cybersecurity solutions need to be in place for the benefit of the patients, as well as the health business entities
and other stakeholders.

PANACEA aims to demonstrate that security stems from awareness of cyber vulnerabilities - enabling
healthcare facilities to assess the nature and severity of a threat, and sustainably decide to adopt strategies
to strengthen preparedness and incident response. PANACEA aims to deliver a complete cybersecurity toolkit
providing a holistic approach for Health Care Institutions made up of a combination of technical (SW platforms
for dynamic risk assessment, dynamic risk management, secure information sharing & security-by-design) and
non-technical (procedures, governance models, people behaviour tools) elements for a healthcare
organization. The expertise is available in the consortium as a whole to deliver the tools, methodologies,
workflows, and training to address the cybersecurity related challenges in the healthcare domain.

Consequently, this document aims to provide an overview of the state of the art in terms of cyber risk scenarios,
current countermeasures and vulnerability assessment methodologies with a particular emphasis on the
healthcare domain but also considering more general approaches that leave the floor open for their application
in such challenging environment. The document contains a detailed overview of the actual situation, in terms
of common vulnerabilities, possible relevant cyber-attack scenarios and related countermeasures, for the
Health Care domain. Such analysis of the specific cyber risks in the context of the delivery of health and the
identification of the domain-specific requirements are important for the adaptation and optimization of the
PANACEA approach in healthcare. In addition, the current document includes a scientific and technological
review of all the relevant aspects related to the design and implementation of a Dynamic Risk Management
Platform (e.g., existing threat and attack models, risk identification and mitigation methodologies, etc.). Finally,
the review presented in document tries to highlight the main challenges and research gaps currently existing
in the healthcare domain but, for the sake of completeness, it also presents relevant results presented and
discussed without specific reference to an application domain. This will help the PANACEA consortium to
identify the most relevant state of the art approaches and to apply or extend them in the healthcare domain
fighting challenges imposed by this extremely complex domain.

The structure of the main text of the document is as follows:

1 Section 6 lays the ground presenting the specificities of the healthcare domain in terms of its
demanding requirements for cybersecurity. Specificities of the domain are explained, alongside with
statistical data and prior publications that reinforce the need for more cybersecurity awareness to be
in place. We also present a number of risks, cyber threats, and scenarios and the current security
approaches and countermeasures.
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1 In Section 7 we delve into the state of the art vulnerability and threat modelling approaches. Existing
attack libraries, vulnerability assessment methodologies, and risk analysis methods are presented and
we comment on their applicability in the healthcare domain.

1 The Healthcare ecosystem consists of large cooperating organizations where people of different roles
and responsibilities communicate and interact with each other. Therefore, in Section 8 the human
component of the cyber security is studied and details of the human behavioural modelling and
relevant theories and models of behaviour change are presented.

1 In Section 9 business impact analysis, risk quantification and risk assessment concepts are
introduced. ldentification of the assets and their assessment, the potential threats, and their
countermeasures are all/l tasks to be considered esp
safety could be at risk.

1 The network hardening and other attack responses are the subject of Section 10, and the different,
graph-based and optimization based methods are detailed.

1 Visual analytics are demonstrated in Section 11 to easily identify network threats and gain important
knowledge about their nature.

1 Finally in Section 12 we provide a discussion and conclusions of the deliverable.
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1. Introduction

This deliverable reports the outcome of Task 2.1 - Health Services vulnerabilities, cyber-risk scenarios and
current countermeasures included in Work Package 2 - Research on advanced threat modelling, human
factors, resilient response and secure interconnectivity. This task performed a methodological review and
analysis of the state of the art of cyber risk scenarios, current countermeasures and vulnerability assessment
methodologies in the Healthcare (HC) domain. In addition, it provides a scientific and technological review of
all aspects related to the design and implementation of a Dynamic Risk management platform (e.g., existing
threat and attack models, risk identification and mitigation methodologies, etc.).

1.1 Purpose

This document provides a review and analysis of the state of the art in terms of cyber risk scenarios, current
countermeasures and vulnerability assessment methodologies in the HC domain. In addition, it includes a
scientific and technological review of all the relevant aspects related to the design and implementation of a
Dynamic Risk management platform (e.g., existing threat and attack models, risk identification and mitigation
methodologies, etc.). The document contains a detailed overview of the actual situation, in terms of common
vulnerabilities, possible relevant cyber-attack scenarios and related countermeasures, for the HC domain.

1.2 Quality assurance
1.2.1 Quality criteria

The Quality Assurance (QA) in the PANACEA project relies on the assessment of a work product (i.e.
deliverable) according to a lists of QA checks established with the Quality Assurance Manager (QAM) - RINA,
validated at a project management level and centralized in the Project Management Plan (PMP).

For the purpose of the QA of this deliverable, it has been assessed according the following checklists:

1 PEER REVIEW (PR) QA checklist: this deliverable is a report, it then requires a proper peer review
according to the checks defined in this checklist. The reviewers have been identified by the QAM following
the criteria of independence of evaluation (partners not contributing to the document and task) and
robustness in terms of completeness of information, continuity and relevance of the current outcomes with
the main related tasks. The peer reviewers identified are:

o RHEA
o RINA

1.2.2 Validation process

For the final validation of work products (i.e. deliverables) within the PANACEA project, a final QA review
process MUST be applied before the final version is issued. This QA validation process follows the Quality
Review Procedure established with the QAM and validated at project management level in order to guarantee
the high quality level of work products and to validate its adequacy according to the defined quality criteria
chosen and defined for each deliverable. The Quality Review Procedure itself and the selection of the QA
Review Committee are described in the [PMP]. The QA validation process is scheduled in the QA Schedule
[QASchedule] managed by the QAM.

www.panaceasearcheu- @panacea pagel2of 140
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1.3 Structure of the document

The structure of the document can be found below:

CHAPTER 1:  Introduction

CHAPTER 2:  Applicable and Reference Documents

CHAPTER 3:  Glossary of Acronyms

CHAPTER 4:  PANACEA project description

CHAPTER 5: Review Methodology

CHAPTER 6:  Cyber security in HealthCare: scenarios and perspectives
CHAPTER 7:  Vulnerability and threat modelling

CHAPTER 8: Human Behavioural modelling

CHAPTER 9: Risk Quantification and Governance

CHAPTER 10: Attack response: Hardening approaches

CHAPTER 11: Visual Analytics for increasing situational awareness
CHAPTER 12: Discussion and relation of finding to PANACEA research
CHAPTER 13: Conclusioni deliverable concluding remarks
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3. Glossary of Acronyms

AS
BYOD
CCTA
CIs
COBIT
CRAMM
CyPR
DRMP
EHR
EPPM
ERM
FSP
GA
GDPR
HCO
HC
ICT
IDS
loMT
loT
ISACA
ITIL
NIST
OCR
PBC
PEU
PHI
Pl
PMT
PU
SA
SEB
SME
TAM
TPB
TRA
VA
WP

Autonomous System
Bring Your Own Device
Central Computer and Telecommunication Agency
Center for Internet Security
Control Objectives for Information Technology
CCTA Risk Analysis and Management
Cybersecurity Professional Register
Dynamic Risk Management Platform
Electronic Health Record
Extended Parallel Process Model
Enterprise Risk Management
Full-Scale Pilot
Grant Agreement
General Data Protection Regulation
Healthcare Organization
Healthcare
Information and Communications Technology
Intrusion Detection System
Internet of Medical Things
Internet of Things
Information Security and Control Association
Information Technology Infrastructure Library
National Institute of Standards and Technology
Office for Civil Rights
Perceived Behavioural Control
Perceived Ease of Use
Protected Health Information (also Personal Health Information)
Personally Identifiable Information
Protection Motivation Theory
Perceived Usefulness
Situational Awareness
Stakeholders Expert Board
Small- and Medium-sized Enterprises
Technology Acceptance Model
Theory of Planned Behaviour
Theory of Reasoned Action
Visual Analytics
WorkPackage
Table 3: Table of acronyms
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4. PANACEA project description

4.1 Overall concept

Healthcare is increasingly evolving towards digitalisation: electronic health records have been developed (and
widely adopted), teleconsultation and tele-expertise is thriving, and use of connected HC devices is on the
rise. It is evident that threats and potential damages to healthcare critical infrastructures due to cyberattacks
require a fortification of the security features in the industry.

The PANACEA Research & Innovation Action, referred to as PANACEA, will demonstrate that security stems
from awareness of cyber vulnerabilities - enabling healthcare facilities to assess the nature and severity of a
threat, and sustainably decide to adopt strategies to strengthen preparedness and incident response.

PANACEA will deliver a Dynamic Risk Management Platform, analysing the risk of the IT infrastructure
leveraging the healthcare processes. The Secure Information Sharing Platform will manage information
sharing between healthcare organizations, multi-tenant and cross boundaries.

Since it is fundamental to consider cyber-security from the initial phases of development of a medical device
or any IT-related system, PANACEA will develop a platform (Secure Design Support Platform) and related
guidelines to help system architects on defining the security posture of a new system in development.

PANACEA will address the need to respond swiftly to a complex, multi-faceted cyber threat landscape, not
only addressing technical aspect but also the need for highly-skilled cybersecurity professionals to help reduce
cyber risks in healthcare and for a security culture where all staff are aware of the risks and the role their
behaviour plays in reducing risk.

As general impacts, PANACEA looks to:

i Rei nforce Europeds position as a key security

ii. Allow for a continued development and improvement of fully tailored identity management and secure
data management solutions for Healthcare;

iii. Proceed with the development of new prototypes to improve the security of IT infrastructures
leveraging healthcare processes;

iv. Accelerate growth in the Healthcare ecosystem to attract more customers and to increase its market
share with the target to reach $2bn revenues by 2020;

V. Extend and reinforce the European network of stakeholders and decision makers.

4.2 Project objectives

PANACEA will deliver two toolkits for cybersecurity assessment and preparedness of Healthcare ICT
infrastructures and connected devices:

1 The PANACEA Solution Toolkit (made up of 4 technological tools and 3 organizational tools) and

1 The PANACEA Delivery Toolkit (made up of 2 support tools).
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The technical tools of the toolkit will be demonstrated on relevant environments (the aim is to reach Technology
Readiness Level' 6 for the four technological tools) and will benefit from ambitious research goals, achieved
by moving beyond the current state of the art in strategic areas such as:

1 Dynamic risk assessment & mitigation (threat modelling, attack modelling, response management
through technical and non-technical security measures, visual analytics);

1 Potential use of Blockchain for secure information sharing of healthcare data;

1 Identification & authentication (cryptographic authentication protocols, biometric recognition/digital
identity, loMT identification);

1 Security-by-design methods and tools for healthcare systems and software;

1 Secure behaviours decision models and influencers.

Three end-use case scenarios, developed in Italy, Crete and Ireland, will provide a solid test-bed?.

The PANACEA main objectives are listed below:
Objective 1: Develop and validate tools for dynamic risk assessment and mitigation

Objective 2: Develop and validate tools for Secure Information Sharing

Objective 3: Develop and validate tools for System Security-by-design and certification

Objective 4: Develop and validate tools for identification and authentication

Objective 5: Develop and validate an educational package for cybersecurity in the health sector
Objective 6: Develop and validate tools for resilience governance

Objective 7: Develop tools for secure behaviours nudging

Objective 8: Develop and validate Implementation Guidelines for cybersecurity solutions adoption
Objective 9: Develop and validate a Security-ROI methodology

Objective 10: Engage a representative community of stakeholders and identify a sustainability path
for the PANACEA vision

= =4 =4 =4 4 -4 -8 -8 -8 A

4.3 Use Cases within PANACEA project

PANACEA offers a significant improvement in multiple areas (from threat awareness to security-by-design and
secure information sharing).

However, results can only be measured in the context of realistic data, use cases and scenarios. At the same
time, it is not possible to rely on the operational IT infrastructure of the hospitals for research, development
and testing activities, due to their criticality. For this reason, the consortium will adopt the use of emulation
environments based on a set of heterogeneous user scenarios developed by End Users and relevant for their
businesses.

The User Scenarios will be co-designed with multiple end-user groups from Italy, Crete and Ireland. Aiming to
provide a wide dataset representing different networks and organisations, heterogeneous threats and incidents
situations.

! https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/support/fag;keywords=/2890
2 https://www.panacearesearch.eu/use-cases
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User scenarios have a critical importance for the development, test and validation of the PANACEA toolkit:

using virtualization techniques on private cloud environments, fracti ons of the end usersé | T
be virtualized and emulated in order to create a safe virtual environment with affinity to the operational but fully

available for testing and validation. User scenarios will be hence fundamental in order to understand how the

emulation environments will need to be composed.

User Scenarios will be detailed in deliverable D1.4 (31 September 2019).
4.4 Innovations

PANACEA research will deliver two toolkits for cybersecurity assessment and preparedness of Healthcare IT
infrastructures and connected devices: 1) The Solution Toolkit and 2) The Delivery Toolkit.

1- The Solution Toolkit will positively affect the cybersecurity of a Healthcare Centre (HCC) according to a
holistic modality, assessing (and acting on) the physical, software and organizational/human components of
the HCC, relevant for the cybersecurity.

It is composed of four technological tools:

1 a dynamic risk assessment & mitigation tool (helping to perform risk assessment evaluation and
mitigation measures)

1 asecure information sharing tool for the protection of data

9 a security-by-design & certification tool

1 atool for identification & authentication

Moreover, it comprises three organizational tools:

1 atool composed by models, guidelines and best practices for training & education
1 atool aimed at resilience governance
1 atool for secure behaviours nudging

Each component of the Solution Toolkit, can be implemented and used separately by the management and
the security staff of the healthcare center. Once implemented, they operate by protecting an ecosystem made
up of a variety of components, e.g.

1 The Healthcare Center network composed of operators, patients, citizens, security staff, medical
doctors, nurses, top management, employees and administrative staff.

1 The clinical information systems and related processes (EHP, PHR)

1 The administrative information systems

1 The connected devices used in and outside of the hospital

The Solution Toolkit also manages the connections with other HCCs, even when this HCCs are not adopting
PANACEA research's solutions (these are represented on the right).

2. The Delivery Toolkit is conceived as a support for the adoption of the Solution Toolkit. It involves two support
tools:

1 amethodology to evaluate the Return of Investment (ROI) of cybersecurity interventions, therefore the
advantages of following a cybersecurity approach in a Healthcare Center
1 aset of guidelines to be applied for the adoption of the Solution Toolkit
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PANACEA research follows two Innovative approaches:

1) A holistic approach to cybersecurity: the underlying paradigm of PANACEA research is that real
improvement in the domain of cybersecurity can only come from change in human behavior,
technology and processes as part of a holistic solution. The Toolkit contains all of these ingredients;
and the project is structured to facilitate co-design and close collaboration between end-users and
researchers/developers

2) An impact-oriented approach: the Consortium has put itself in the shoes of the public health
decision makers and of the HCC managers, as prospect users of PANACEA research, and has
decided not only to design effective solutions, but also to make them easy to adopt.

The PANACEA research Toolkit is expected to be used for prevention purposes. The Toolkit helps the HCC
to proactively protect the IT infrastructure. It does not include an incident management component.

The summary of the project mission has been consolidated to the following one:

PANACEA delivers people-centric cybersecurity solutions in healthcare. The Partners will execute on a 36-
month, leanly-orchestrated research workplan, which envisages continuous involvement of end-users at 3
European healthcare centres, also comprising devices utilised for remote care & homecare settings.
Ultimately, PANACEA delivers two toolkits for cyber security assessment and preparedness of Healthcare ICT
infrastructures and connected devices: The PANACEA Solution Toolkit (made up of 4 technological tools and
3 organisational tools) and the PANACEA Adoption Toolkit (constituted of 2 support tools).
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5. Review Methodology

The objective of this deliverable is to offer a review of the literature with respect to the cyber security risks and
scenarios in the healthcare ecosystem. This document is a focused review aiming to demonstrate the
extensively researched literature related to PANACEA seeking to identify significant state of the art works in
the related research fields. This review is thus indented to analyze the huge amount of scientific and technical

efforts spent around the three main topics examined in this document: threats, vulnerabilities and
countermeasures for cyber risks. This document presents a scoping narrative review in order to identify the

potential size and scope of the available research literature [Grant09]. Nevertheless, a comprehensive search
process has been followed in order to aggregate and select the most relevant publications.
review:

The following are the resources and resource-specific details that we have primarily used to conduct this

1T CI

1 Pubmed search using the query : "Cybersecurity" OR "Cyber Security" OR "Cyber Attack" OR "Cyber
"Phishing" OR "Ransomware" OR "Security Incident". This query located 979 results only in the last 5
years that were subject to subsequent screening and filtering.

arivate

Risk" OR "Cyber Threat" OR "Data Breach" OR "Data Security" OR "Firewall* OR "Malware" OR

Anal ytics Web of SciencekE, with the f
(("Health*" OR "Healthcare") AND ("Cybersecurity" OR "Cyber Security" OR "Cyber Attack" OR "Cyber
Risk" OR "Cyber Threat" OR "Data Breach" OR "Data Security" OR "Firewall* OR "Malware" OR
"Phishing" OR "Ransomware" OR "Security Incident")) and on English articles published in the last 5

ol
years. This resulted in 445 papers that were manually filtered based on titles and abstracts. The
following bar chart shows the top categories of the matched records:
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Figure 1: Top categories results by the Clarivate Analytics Web of Science
1 Google scholar with more relaxed search terms, so that references to specific technologies and
methodologies are found (e.g. for the STRIDE threat model)

www.panaceasearcheu- @panacea

paged60f 140



¢ Panacea Project Number: 826293

in healthcare

D2.1 AAnalysis of <cybe
counter measul

Additionally, we have used web search to locate relevant news (e.g. for security incidents in healthcare
organizations) as well as press releases and reports from major US and EU organizations and other
stakeholders such as the US Department of Health and Human Services, and related rules and directives, e.g.
the Health Insurance Portability and Accountability Act (HIPAA), General Data Protection Regulation (GDPR),
etc.

The screening and selection of the papers to be included has been performed manually, as already mentioned,
in most cases. Publications that, based on their abstracts, were considered to address issues and provide
information and context outside of the objective of this review were excluded from further study. An extension
to this manual curation process is the use of bibliometric tools that were used in specific, more focused, new,
and hot domain areas, such as the Internet of Things (loT) section.

Finally, considering the research approach that PANACEA is going to take, a review of the state of the art
related to specific topics i.e., attack graph-based risk estimation and response, visual analytics supporting
situational awareness, human behavioural modelling, has been carried out starting from the expertise of
contributing partners that provided references to seminal works in this context.

The review presented in document tries to highlight the main challenges and research gaps currently existing
in the healthcare domain but, for the sake of completeness, it also presents relevant results presented and
discussed without specific reference to an application domain. This will help the PANACEA consortium to
identify the most relevant state of the art approaches and to apply or extend them in the healthcare domain
fighting challenges imposed by this extremely complex domain.
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6. Cyber security in HealthCare: scenarios and perspectives

The healthcare sector has been capitalizing on digital advancements to improve overall patient experiences
and outcomes - beginning with the adoption of electronic health records (EHRs) and continuing with the
increased use of medical applications, online patient portals, connected medical devices, and wearables.

While Personal Identifiable Inf or mat i on (APl I 0) generically refers to
specific individual, and can be used for de-anonymizing data, in the specific context of HC, Protected Health
Information (PHI) (also referred to as personal health information), generally refers to demographic
information, medical histories, test and laboratory results, mental health conditions, insurance information, and

other data that a healthcare professional collects to identify an individual and determine appropriate care.

In particular EHR refer to digital instances of PHI that HCO store in their electronic systems. EHRs allow
doctors to access and keep track of PHI in or out of the office. It is also used to make it easier for providers to
share information about patients. However, as technology use in healthcare grows, so does the risk of
cyberattacks. As a matter of fact, PHI and EHRs are lucrative for cybercriminals since they contain highly
valuable personal information, such as social security numbers and insurance information, which can be used
for fraudulent purposes or sold for a profit. It can also be used to build exceptionally rich personal profiles,
enabling identity theft, cyber espionage, and even extortion. On the black market, the going rate for a credit
card number is 25 cents; however, an EHR can be worth hundreds or even thousands of dollars®.

Nonet hel es s, SecurityScor ec adFeédesl Gaversnient Cybarsecurity ReporS . St a
20184, a ranking of the different industries according t
ranking fourth.
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Figure2: SecurityScorecar dd&ecurityferfaneganoce or ranki ng on

3 https://www.cisecurity.org/blog/data-breaches-in-the-healthcare-sector/
4 https://securityscorecard.com/resources/2018-us-government-cybersecurity-research-report
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Below we mention briefly the 10 top threats in healthcare as reported by Infosec in 2018%

Healthcare operates in an intricate network of interconnected services, and devices.
This interlocking network transfer information can be vulnerable to ransomware and
other malware attacks. For example, in the UK National Health Service (NHS),
Ransomware @ theWannaCry ransomware attack, left hospitals forced to close, and the interruption
1 | and other of patients treatment because of an inability to access EHRs. The HHS ¢
malware Shamebéd, l'ists healthcare data breaches
affecting almost 4.7 million individuals from the beginning of the year to January 1,
2018. In the 1%t quarter of 2017, there were four times as many ransomware variants
detected than in the previous year®.
A Verizon report dictates that about 66% of malware was initiated as an email
attachment (or sms/text link) 7 this is known as phishing’. Phishing is a threat not
only to personal and health data but also to authentication/login credentials. The
National Health Information Sharing and Analysis Center have recently reported that
the healthcare industry is at the most risk of fraudulent emails®. However, little is
being done to combat this, with 98% of healthcare organizations not taking the first
steps in helping to prevent phishing by setting in place Domain-based Message
Authentication, Reporting & Conformance®.
Insider threats to healthcare centers and hospital resources are a major concern and
Insider can be carried out by patients (freely entering such premises) as well as staff and
3 can be both malicious and accidental. An HIMSS Cybersecurity Survey found that
threats : o
these threats were deemed to be worrying enough to set up specific programs of
protection by 75% of respondents?©.
Cloud computing is being taken up by healthcare as it offers many benefits not only
Insecure use | in terms of access to healthcare services and data but also in cost efficiency and
4 | of cloud business development. In terms of security cloud computing also brings risks since
services data need to be protected within a cloud infrastructure (i.e. robust encryption, means
of secure access, appropriate and effective authentication, etc.).
Healthcare has embraced Internet-connect devices in a bid to use health data to
H improve patient outcomes. Many Internet of Medical Things (IoMT) devices
ealthcare .
data aggrt_agate personal and health data storeq in the cloud and used to analyze
5 exposure conditions, treatments, health status etc. In this case these devices may be affected
. by security issues like DDoS attacks (i.e. Mirai Bot of October 2016) making the
risks ; . . . :
protection of personal data in and around devices important in order to prevent
exposure and redundancy issues.
The supply chain in HC has often been the weakest link in terms of cybersecurity.
For example, the TRICARE breach, which resulted in 4.6 million military patient
The HC records being exposed was the result of a negligent supplier*'. Ensuring that all
6 . suppliers within the HC service operate under the same security policies is
supply chain ; L )
challenging, but it is also a requirement of some regulatory frameworks such as the
HIPAA Rules i n t he u.s., whi ch extend t he
associates.

2 | Phishing

5 https://resources.infosecinstitute.com/top-10-threats-healthcare-security/#gref

8 Proofpoint, Quarterly Threat Report Q1 2017: https://www.proofpoint.com/sites/default/files/pfpt-us-tr-q117-
threat-report.pdf

7 Verizon, Data Breach Investigations Report 2017: http://www.verizonenterprise.com/verizon-insights-
lab/dbir/2017/

8 Business Wire, Press Release: https://www.businesswire.com/news/home/20171128005546/en/Fifty-
Seven-Percent-Email-%E2%80%9CFrom%E2%80%9D-Healthcare-Industry-Fraudulent

% https://www.researchgate.net/publication/324455350 2018 Verizon_Data Breach_Investigations Report
0 HIMSS, 2017 HIMSS Cybersecurity Survey: http://www.himss.org/sites/himssorg/files/2017-HIMSS-
Cybersecurity-Survey-Final-Report.pdf

11 https://www.inforisktoday.com/tricare-breach-affects-49-million-a-4105
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Authentication in healthcare is hard to balance in terms of security and usability. The
reason is all the various cases that lead to the fact that both password and the way

Authenticatio et they are used is dangerous.

7 N issues In HC, biometrics are being increasingly used for access control [Spanakisl7],
[Cocioceanul8]. However, as seen in the UK NHS WannaCry attack, some hospitals
that used biometric drug access were unable to access the drugs, and override keys
had to be used.

Legacy applications and systems can leave considerable weaknesses for
Use of legacy L o 12 : :
8 aoplications cybercriminal to exploit (i.e. WannaCry*<). Regular penetration, patching and update
PP testing is an important activity to do to find vulnerabilities in your infrastructure.
Security is a problem for everyone in an organization - behavioural factors around
no-one taking ownership (e. g . , bystander ef fect. In
. healthcare, this extends across all disciplines, suppliers, and even patients. Building
Lack of risk ; S ;
9 ownershi security awareness programs throughout the healthcare organization and beyond will
P create afoundati on stone for a more Oheal!'t
technological changes. These must address behavioural issues and culture as well
as awareness.
Poor One thing that many healthcare services throughout the world are up against is poor
funding and staffing issues. Programs of security awareness and improvements in
10 | healthcare h ; .
funding technology all cost money for training and implementation. But healthcare should not

be a luxury.
Table 4: Top ten threats in healthcare

The HIPAA Security Rule®® defines a security incident as an attempted or successful unauthorized access,
use, disclosure, modification, or destruction of information or interference with system operations in an
information system. Analogously, # defines a breach as, generally, an impermissible acquisition, access, use,
or disclosure under the HIPAA Privacy Rule'® that compromises the security or privacy of the PHI.

In this report we see that in 2017 in the UK, a catastrophic ransomware attack in the form of WannaCry caused
havoc across at least 16 health trusts, with hospitals and doctor surgeries being affected, Accenture 201716,
Healthcare industry is today affected by cybercrime and study by Ponemon and IBM it was shown that the
cost for healthcare breaches rises each year. In fact the cost per capita to healthcare for each breached record
was, on average, $380".

Below we present examples of several other large-scale security breaches within HC8,

1 Anthem (80M records compromised). The largest HC breach to date affected Anthem, the second
largest health insurer in the U.S. In late January 2015, the medical insurance provider began notifying
80 million individuals that their personal information was compromised in a December 2014 cyber-
attack.

1 Premera (11M records compromised) In March of 2015, Premerad a large medical insurance
companyd revealed that a hacker had accessed their network, compromising the data of 11 million

i ndividual s. The company didnot expound on didow

disclose that they might have accessedfisoci al security number s,

12 https://malware.wikia.org/wiki/WannaCry

13 https://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/index.html

4 https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.html

15 https://www.hhs.gov/hipaa/for-professionals/privacy/index.html

16 Accenture, 2017 Cost of Cybercrime Study: https://www.accenture.com/t20170926T072837Z _w__/us-
en/_acnmedia/PDFE-61/Accenture-2017-CostCyberCrimeStudy. pdf

7 1BM, Ponemon 2017 Cost of Data Breach: https://www.ibm.com/security/data-breach

18 https://www.bitsight.com/blog/security-breaches-healthcare
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https://www.bitsighttech.com/blog/anthem-continuously-monitoring-information-security
http://money.cnn.com/2015/03/17/technology/security/premera-hack/
http://money.cnn.com/2015/03/17/technology/security/premera-hack/
https://www.accenture.com/t20170926T072837Z__w__/us-en/_acnmedia/PDF-61/Accenture-2017-CostCyberCrimeStudy.pdf
https://www.accenture.com/t20170926T072837Z__w__/us-en/_acnmedia/PDF-61/Accenture-2017-CostCyberCrimeStudy.pdf
https://www.bitsight.com/blog/security-breaches-healthcare
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and present customers, dating back to 2002.\

1 TRICARE (4.9M records compromised). This 2011 breach was unique for many
reasons. According to Reuters, an employee for oneé Sdence ARlIcdighRESd S v e
International Corporation (now Leidos Holdings Inc.) 8 was transporting backup tapes that included
el ectronic healthcare data for TRI CARDbdkenipaand ent s
some of its contents stolen. Those tapes were among the items that the thief stole, but investigators
di dndt believe the thief was after t hfederdjaduess (or e
closed out all but two lawsuitst hat f or med after the breach, citing
without evidence that it has been either viewed or misusedd does not constitute an injury sufficient
to confer standing. 0

1 Community Health Systems (4.5M records compromised) In August 2014, Community Health
Systemsd which owns and operates over 200 hospitals across the U.S.0 reported a massive
cyberattack that compromised patient records. According to InformationWeek, the information, which
included patient names, addresses, birthdates, telephone numbers, and social security numbers, was
gathered as a result of an exploited SSL vulnerability, named Heartbleed. Interestingly, cybersecurity
analysts have speculated that this breach and the Anthem breach were linked.

1 Banner Health (3.7M records compromised) A data breach affecting up to 3.7 million individuals at
Banner Health was disclosed in early August 2016. The data compromised included patient and
physician names, addresses, social security numbers, clinical information, and health insurance
information. It is believed that payment data used at vending machines and other food and beverage
outlets was compromised as well. It is still unclear how attackers gained unauthorized access to
Banner Health's servers and computer systems.

1 Mass General Hospital (4,300 Records Compromised). In late May 2016, Mass General Hospital
(MGH) announced that 4,300 dental patient records had been stolen. According to MGH, these
records were not stored on their systems, but instead stolen from the network of a third-party vendord
Patterson Dental Supply Inc. (PDSI)d that assists the hospital in managing dental patients at several
practices. The records stolen from PDSI included names, dates of birth, social security humbers,
dental provider information, medical record numbers, and dental appointment information of MGH
patients.

1 Prosthetic & Orthotic Care Inc. (number of compromised records unknown) Prosthetic & Orthotic
Care Inc. (P&O Care) recently announced a data breach that resulted in the exposure of critical patient
information. The records exposed included PIl and personal health information (PHI), such as names,
contact information, patient identification numbers, diagnostic codes, appointment dates, billing
amounts, social security numbers, birth dates, insurance providers, and photos of procedures. It has
been reported that records were dumped in plain text on Pastebin. The P&O Care breach occurred
after a hacker exploited a zero-day flawd or an issue unknown to the vendord within software the
company had recently purchased.

In addition to data breaches, poor security can also impact upon patient care due to the potential compromise
of health or eHealth equipment, including Io(M)T It is thus critical to develop a strong security culture for
citizens and the public and private healthcare sector, by utilizing the relevant capabilities of the academic
community and of other public and private sector stakeholders. As we present in Figure 3 the criticality of
health-related infrastructures is enormous.
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http://www.reuters.com/article/us-data-breach-texas-idUSTRE78S5JG20110929
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Figure 3: Cybersecurity in the healthcare sector®

Figure 4 and Figure 5 illustrate the weakest spots, respectively, for attacks and areas of vulnerability as
reported by both HC personnel and non-HC personnel (visitors and patients).

Figure 4: Weakest spot by attacks

19 ENISA, Security  and

Resilience

in

eHealth

Infrastructures

and

Services.

https://www.enisa.europa.eu/publications/security-and-resilience-in-ehealth-infrastructures-and-services
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