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» The PANACEA Toolkit includes

o four technological tools for
I-dynamic risk assessment & mitigation,
ll-secure information sharing,
lll-security-by-design & certification,
IV-identification & authentication

O three organisational tools for

V-training & education,

VlI-resilience governance,

Vll-secure behaviours nudging
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¢ Dynamic Risk Management Platform (DRMP), a technological tool of the PANACEA Solution Toolkit
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Objective 1: Develop and validate tools for dynamic risk assessment and mitigation

In order to increase the cyber security resilience of the IT infrastructure of the HCCs, the PANACEA project will define new models able to rapidly capture and
analyze the multiple variables involved in a potential attack, ranging from business, to human, to technical aspects.

DRMP aims to proactively protect a complex IT infrastructure (encompassing remote and loT devices, remote networks, local networks) by quantitatively
analyzing the current level of risk given a multi-dimensional threat analysis and the current business impact (with quantitative dependencies between assets
and business processes). The computation of the risk will trigger the definition of mitigation actions (security measures) with the purpose of reducing the
level of risk but containing the business impact that the actions themselves may cause. The platform will leverage and propose both technical (i.e. precise
actions on the IT infrastructure, from patching to architectural/configuration) and non-technical (organizational, procedural) security measures.

DRMP is supported by:

Visual analytic environment: to help security operators to effectively visualize and process results

Business impact computation, based on the dependencies between IT assets and related business processes

Heterogeneous data collection and information storage: the project will develop various types of connectors to manage transfer and normalization of
data from different internal and external sources. It will also set up forensically sound ways for storing the data.

Data aggregation, organization and analysis, also using statistical techniques such as permutation entropy. to describe an organization in term of
business process; security process; network and application topology.

a Knowledge Base of Threats and Attack Strategies, in terms of types of threats, type of tools, and types of techniques known at a given moment.

The risk assessment tools will be integrated with a tool capable to recommend and rank appropriate mitigation actions, both technical and organizational.
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DRMP — Innovation Points

¢ A novel multi-dimensional attack model i.e., multi-layer attack graph

O It is able to represent relationships between people, ICT and medical devices, business
processes and access rights to the system.

O It is a vulnerability-based model i.e., the focus is representing vulnerabilities affecting the
system, their possible exploits and emerging chains of exploits leading to a multi-step attack.

o It will be the base the risk identification and quantification process.
o It will be validated trough the instantiation in the DRMP identified user scenarios.

" Network Layer
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DRMP — Innovation Points

¢ Semi-automatic identification of response actions at both technical
and non-technical level to reduce organization risk.

O Most of the automated solutions only consider technical actions
> e.g., closing a port on a device, changing firewall rules, switching off devices etc.

O PANACEA will combine both technical and non-technical mitigation actions to
generate a comprehensive response plan

O Response plans will be generated by solving a multi objective optimization
problem
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People-centric cybersecurity in healthcare

DRMP — Innovation Points

¢ An innovative visual analytics environment
O Support security operators with increased situational awareness

O Support the analysis and interaction with the multi-layer attack graph

O Support guided and interactive risk analysis ¥ = # T
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Components development status compared to the next releases of the

platform.

Components Components DRMP
Prototype | Prototype I Prototype
@, @ @ o
15t version of each Final version of each Release of DRMP
component component properly integrated
June 2020 October 2020 December 2020
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User scenario 1: FPG-LIS and connected POCTs

This scenario focuses upon sharing of data between the Laboratory Information System (LIS) and the Point Of Care
Testing (POCT) medical devices, during an ‘urgent analysis’ process. POCT (or bedside testing) is defined as a medical
diagnostic testing at or near the point of care — that is, at the time and place of patient care (such as the patients’
bedside). POCT is performed through connected medical devices. There are 20 networked POCT devices. This scenario

refers to the use of the blood gas analyzer.

Actors include those in the lab and those in two departments using the POCTs.

Ready in Emulation
Environment
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User scenario 5: HSE Connected Medical Devices

This scenario regards the use of two devices: (i) a wireless telemetry device (Holter monitor) connected through a
dedicated wireless network to a telemetry management and monitoring system monitored from within Critical Care Unit
(CCU); patients using the wireless monitoring solution are geographically placed across a number of medical wards
throughout the hospital; (ii) an ultrasound machine operating within a radiology department through a fixed cable
connection to the hospital infrastructure.
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Z!'f Panacea Dynamic Risk Management Platform (DRMP)

People-centric cybersecurity in healthcare

Visual Analytics Environment » Dynamic Risk
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complex
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infrastructure

External Repositories
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mitigation actions

Monitored
Environment
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People-centric cybersecurity in healthcare

DRMP - Internal/External Data Sources
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DRMP - Internal/External Data Sources

Business Dependency Graph

Employees and Credentials

Human Policies and Human Vulnerabilities
Cyber Security Profiles

Pre-defined Mitigation Actions
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* Panacea DRMP — Threat Analysis

» Calculating and | e
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The attack graph considers multidimensional paths (not only due to technical

vulnerabilities but also related to humans and their access to the network)
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('!; Panacea DRMP — Risk Evaluation and Response Evaluation
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multidimensional prioritizing mitigation
attack graph and act.lons o
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» Flexible and open interface to

COTS sensors and systems e s
+ Normalization of multiple = s
data sources to a common | ¢Q
data model E
» Advanced multilayered
visualization
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f(l'f Panacea Emulation Environments
t) People-centric cybersecurity in healthcare

»As part of a research activity for the European Space Agency, RHEA
developed a cyber range technology, CITEF

O CITEF is used to create the PANACEA Emulation Environments, emulating
identified networks within the End Users

O PANACEA emulation environments will support (as from GA) DRMP R&D and
validation activities
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%’_ People-centric cybersecurity in healthcare

« Status

O FPG Emulation Environment (linked to
the User scenario 1-FPG/LIS and
connected Point of Care Testing) is
completed

> Actually hosted in RHEA secure data
centre in Redu (Belgium). This provides us
a nice Healthcare cyber range we can
reuse

> HSE Emulation Environments are in
definition phase
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- Panacea Emulation Environments - Demo

People-centric cybersecurity in healthcare
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